SOCIAL ENGINEERING ATTACK TYPES

. . . - 3 1
2 Skillmin infosec
VB ey - Crmsanng - B liera—— 1"

SOCIAL

ENGINEERING

Social #nginearing = not a cyber-attack, 18 is tha =kl of pasuading cihers
lo disclose sansitve information, expoting vianerabitas in peope to
obiain access o privete dats and segune systems. [r. ord@r 1o actess a
target's account social entlinssding us=g fnanipdlation of peotis rather

than complitar hacking,

HOW SOCIAL ENGINEERING WORKS.

_-;,_.1 ['-. Prepnintion: The tard. epgineer oktamns detagls an g yietms neluding o and jynoes they con aooess (noe,
p=El
Z=lln ¥ wyeh @5 yia amnl el mestags, 2ol e prd Sihar sueh matisns
= inhltrabion: The socisl engineer sgproeches Mer vickme, uEEsly mpaEonaing & rustaonng scurce and Eming the
=i
l;"é nformaticn gamnsmd 2hout the wirbm o vaugaie themse ves
Eagioildtian Saba: enginessa isquest things | Me gocount iogins -Fnancia infarmatan and cantacl informaticn 1o
l:-f: gaihne dats fram thoeir [amges and use [Rat 1o canmy cyboratacks

Heangagetent The $OCIA @ndinge! Yops COmMmumEaton ANER thieir Jictim, comemns thar stack anid s ¥ departy

WHAT IS THE CYCLE OF SOCIAL ENGINEERING

Galipetiing RetwlinEhg

) Exjalitatoag Ewecutinn
Il e tion Diavislerprrmnaertl
0 Rersan taehies iet can Utilgmg the oo acted Idermtying s
e unegd o callen prtormnton KRR B S0 2L0THTD AT T ane ENEAE= IR Sttt gies
- - iSIEH e terget .

about the @rgeted srsiems = il e b e b Bre e e ey LRt ean S e

Lo o ety atlacks the f3:get. ivbeErsparity
||.“|_-.—:-|;Ir|.-:. prd tEgedE A L. \

g -

Soure= HiftprcTianisk e omi=tatmcl il s NFIEEREEE0 IS Mang <2h Mnat

SCArTrwAIm
' HE ' BCHMEWATR I3 awad# That, a5 its name Suggests, Ties 10 stars you Imo gotng quickny 1 frequently 0ppeds as

pop up Windows-Or afmais urgeng you o "Ect fow® im orgdar o remave: maware of viruses rom your camputes in-tel,
e if i do aclk, you mighl be 1.1I'ili'."l'l‘.ll:|I1I.'JIrl-|§'3 CENTIDLAE WINUS GF [TRE W FE

Emnil hachnig and contact spamming:
i1 W odlr it e 10 pay atieihien fo Messites Som Reomre wa nfiiw. Sodin! engmesers fre 2l 0o R of thit
tahmo tonity of emel scoounts 2nd NMooting confact Eke Wwith .:i"r-shir.jg st nes gt frauss

c M EES 9 AT
ACCRSS TIQOTING, Ao Knawn as pigeybackong. & when & 5008 engineer pRYSICA Y puisues or fongws an authonmed
frsan nfo & oacEbpn Towhich they do not v access. Thiu can e ok eady as halding e doal open far enothar

pErsnn, Cnee nsne; ey neve fue regn o acoesy devices coptaimimg ympartant nformét-an

Phistiipg: -

A el knpan mattibg of Ghtpning idodnabon fram po unwizsy vich m s phakiemn, What s theer modus aperatd)? H.-"f \.‘I

A eybnfenmns, of phishes ondd & mnassgs o 3 1=oct a.*.hlng Peer inTrmiation & aling § wsnecite acton thel coulg |'. @}

aid |n cammitling & mare sedous enme The reguest might b= a1 tiralghifonwait as Stng you o apen &n :-1 .-F""Ilr
i

Sttachment oF Confem your malling Ado'ess

Y | DMNES aponting
!

1| DNEspoohng, alve iowrras cache poisaning, occs when & browser s incled to routs intemet visilors to nefenpus
vwepbares yrisnl oy abtsiring enpoal irfonvgnon

Barthhg: -
o
Bating % baseg an 1He Ides hat sameane || take tha s, L=y refeTs o Raiding oyt @ tE=mphng affoer m font of

e
-

ey

g Wchm and Sxpeching Thewy Wi tite. Someane mpht persuads you D downoad g mece of musicarg fim on
poer [0 poor p'atfiorms (ke soon, modia, only Tor you 1o Tnd out IS conmymmated Wih manvan Soenon



r-i_o--
-

c

-
infos
L . ¥
Investigation Hook
Fraparing s arolnd for ths attack: Deceiving the victima to gairi & foothold:
® | [dontifying the victin.
* Gathenng background informalnn

s Selacling sftack methods

s Engaging the warget

» Spinning o siory.
s Takimg contral of the Inleraction,

SOCIAL

LIFECYCLE

Play Exit

Obtaihing the miermation dvar a Closing the mderachan, ld=ally

parriod ol i wilhoit arousing sulplcion:

»  Expanding foothold * Removing all reces af mokyare

o  Expculing the atteck s Covanng racks

* [Dhsruphing business arfand siphonms dats_ ¢ Brming (G2 charade bo a natuial end.

Soramod T e IR TS T S T T SRy Aem SRy STtk
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