4

° ° ‘. ‘e . . ) . M
Skillmine - | = B | infosec
: & . Miners NP

A bot is a computer program that uses Atrtificial Intelligence (Al) and Natural Language Processing (NLP) to understand customer
needs and automate responses, simulating human conversation.

Bots can take text input, audio input, or both, in the same way to give the output without human intervention.

They carry useful functions, such as customer service or indexing search engines, but they can also be malware — used to gain
control over a computer or service.

Messenger apps such as Facebook Instant Messenger, Chatbots such as Google Assistant, Alexa and Siri.
WhatsApp, Telegram and Signal.
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Bots that imitate human conversation by responding to - Spambots may collect email address details from contact or
specific phrases with programmed responses. guestbook pages. Alternatively, they may post promotional content
in forums or comment sections to drive traffic to specific websites.

These bots that operate on social media are used to automatically Vo
generate messages, advocate ideas, and act as followers or fake These chatterbots pretend to be people, emulating human interaction
accounts to gain followers themselves. and often fooling people. This bot aims to obtain unsuspecting victims'
personal information, including credit card numbers.
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These bots can observe a user’s patterns in navigating a ‘. A
website and then customize that site for the user These bots create traffic intentionally to down a server’s resources
and prevent a service from operating.
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KnowBots collect information for users by automatically visiting ‘awy
websites to retrieve data which fulfils specific criteria. These bots create massive malicious bot traffic targeting paid ads
to engage in ad fraud.
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These bots monitor the health of a website or system. N
Downdetector.com is an example of an independent site that These bots can scan millions of sites for vulnerabilities and report
provides real-time status, including outages and other kinds of them to the bot owner. But in simple bots that would inform the
services. website owner.

WHY DO CYBERCRIMINALS USE BOTS?

Malware bots and botnets can be programmed to break user
accounts, scan the internet for information, send spam, or perform

harmful activities.
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Attackers may distribute bad bots in botnets legitimate personal
—i.e. a bot network. A botnet refers to several internet-connected web services information

devices, each running multiple bots under the control of an attacker.
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